A brietf iIntroduction to
networking and the Internet




About me

e Software Developer by trade... so a novice to networking and
hardware



http://denner.co
mailto:denner@gmail.com
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What this presentat

e Short overview of the history of the Internet and it's precursors




What | am punting on

e This won't quality you earn the CCNA or be an expert in any other
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BLOCKS REPRESENTS ONE /8 SUBNET (CoNTAINING ALL |Ps THAT START WITH THAT NUMBER).
THE UPPER LEFT SELTION SHOWS THE BLOCKS SOLD DIRECTLY TO CORPORATIONS AND
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Carly networks

 1950s-Packet Networks Developed

Sl od A
VB

33

R
:

&




ARPANET GEOGRAPHIC MAP, AUGUST 1981
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Birth of the Internet

+ 1981 ARPANET expanded by NSF to CSNET

e 1982 TCP/IP standard networking protocol on ARPANET

J

* tarly ‘80s NSF starts supercomputer centers at several universities




Birth of the Internet (cont.

e 1990 ARPANET decommissioned

e 1995 NSFNET decommissioned

http://en.wikipedia.org/wiki/File:Internet_map_1024_-_transparent.png
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Data unit

Segments

Packet/Datagram

Bit/Frame
Bit

Layer
7. Application

6. Presentation

5. Session

4. Transport
3. Network

2. Data link
1. Physical

0S| Model
Function

Network process 1o application

Data representation, encryption and decryption, convert machine dependent
data to machine independent data

Interhost communication, managing sessions between applications
Reliable delivery of packets between points on a network.

Addressing, routing and (not necessarily reliable) delivery of datagrams

between points on a network.
A reliable direct point-to-point data connection.

A (not necessarily reliable) direct point-to-point data connection.



Important concepts

e MAC address

e |P Address







MAPoeme INTERNET

THE IPvd SPACE, 2006

St

§é 5%
USPS BOEING duPwr DLA

UR Sotal
SECuRY

ANMEKICA >
g

CRRISBEA N/ -

N‘v" /'—\‘mé \EBU g

Y
i o *3%" 161

’hN\Eﬁ\CA w7 ‘e 7 158 163

REG(sTrRARS

151 irs 155 T3

s




Private |P addresses

RFC1918
name

24-bit block
20-bit block

16-bit block

IP address range

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255

192.168.0.0 -
192.168.255.255

number of
addresses

16,777,216
1,048,576

65,536

largest CIDR block (subnet
mask)

10.0.0.0/8 (255.0.0.0)
172.16.0.0/12 (255.240.0.0)

192.168.0.0/16 (255.255.0.0)

host id
size
24 bits
20 bits

16 bits

mask bits

8 bits
12 bits

16 bits

classful descriptionNote 1]

single class A network

16 contiguous class B networks

256 contiguous class C networks




IP addr

(mask) "Backbone" Traffic

This router has a mask of

255.255.255.0, s0 it between routers
accepts traffic for any

address starting \
205.158.3.1
205.158.3.xxXx “ (255.255.255.0)

This router has a mask of
255.255.255.240, so it
accepts traffic for any

address starting
205.158.3.16-31

Machines on net Netmask length

205.158.3.16 have Class A 16,777,214 255.0.0.0
IP addresses from

205.158.3.17 to Class B 16 16,382 65,534 255.255.0.0

205.158.3.17 205.158.3.33
(255.255.255.240) (255.255.255.240)

¢05.158.3.30 - - - P cClassc 24 2,097,150 254 255.255.255.0
205.158.3.18 205.158.3..20

address 205.158.3.19 205.158.3..21
205.158.3.31 is a

"broadcast” to all
machines on this
subnet

http://cc.concord.edu/networking/subnet.html
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adenner@localhost :~$ ping -c 5 cialug.org

PING cialug.org {67.224.64.36) 56{84) bytes of data.

64 bytes from mail.cialug.org (67.224.64.36):
64 bytes from mail.cialug.org (67.224.64.36):
64 bytes from mail.cialug.org (67.224.64.36):
64 bytes from mail.cialug.org (67.224.64.36):
64 bytes from mail.cialug.org (67.224.64.36):

-—— clalug.org ping statistics —---
5 packets transmitted, 5 received, 8% packet

icmp_seq=1 ttl=51 time=29.5 ms
icmp_seq=2 ttl=51 time=29.2 ms
icmp_seq=3 ttl=51 time=360.8 ms
icmp_seq=4 ttl=51 time=29.2 ms
icmp_seq=5 ttl=51 time=29.4 ms

loss, time 4884ms

~ rtt minfavg/max/mdey = 29.239/29.519/30.843/0.344 mns
- adenner@localhost :~§ ||



adenner@localhost :~§ traceroute cialug.org

traceroute to cialug.org {67.224.64.36), 308 hops max, 68 byte packets

1 routerZ-dal.linode.com (67.18.7.162) 8.574 ms 8.614 ms B.763 ms

2 xe-2-8-8.carf4.dllstx2.network layer.com {67.18.7.93) 0.416 ms ©.388 ms 0.352 ms

3 polB2.dsrél.dllstx2.network layer.com {70.87.254.81) 1.813 ms 1.830 ms 1.153 ms

4 pozl.dsrBl.dllstx3.networklayer.com {78.87.255.65) @.874 ms 0.970 ms 1.124 ms

5 ael6.bbrB2.eqdl.dald3.network layer.com {173.192.18.228) @0.511 ms ©.497 ms 0.503 ms

6 aeS5.edge5.0allas3.Level3.net (4.59.36.93) 0.468 ms 0.502 ms 8.475 ms

7 0e-2-70.edgeZ.Dallasl.Level3.net (4.69.145.75) 0.572 ms ae-4-90.edgez2.Dallasl.Level3.net (4.69.145.283) 0.667 ms 0.597 ms

8 4.68.111.162 (4.65.111.182) 1.288 ms 1.178 ms 2.731 ms

9 be2@32.ccr2z.dfwdl.atlas.cogentco.com (154.54.6.53) 1.622 ms be2@31.ccrzl.dfwdl.atlas.cogentco.com (154.54.7.45) 1.528 ms 1.382 ms

18 be2141l.mpd22.mciBl.at las.cogentco.com {154.54.5.157) 11.522 ms be2@12.ccrz2l.mciBl.atlas.cogentco.com {154.54.2.113) 11.968 ms 11.965 ms

11 be2156.ccr2l.orddl.atlas.cogentco.com {154.54.6.86) 22.276 ms 22.125 ms 22.353 ms

12 te3-8.ccrBl.dsmél.atlas.cogentco.com {154.54.8.78) 30.219 ms ted-1.ccrBl.dsm@l.atlas.cogentco.com (154.54.25.193) 31.999 ms te3-8.ccrBl.dsmél.atlas.cogentco.com (154.54.8.78) 38.311 ms
13 358.1858.132.122 (35.1858.132.122) 33.171 ms 33.837 ms 33.252 ms

14 mail.cialug.org (67.224.64.36) 29.380 ms 29.193 ms 29.291 ms

adenner@localhost :~§ traceroute www.iastate.edu

traceroute to www.iastate.edu {129.186.23.166), 38 hops max, 68 byte packets

1 routerl-dal.linode.com {67.18.7.161) @0.701 ms ©.654 ms ©.559 ms

2 xe-2-8-8.carf3.dllstx2.network layer.com (67.18.7.89) @.523 ms 0.507 ms 0.481 ms

3 polél.dsrB2.dllstx2.network layer.com {70.87.254.77) 0.675 ms 0.663 ms 0.743 ms

4 po22.dsrB2.dllstx3.network layer .com (70.57.255.69) 1.138 ms 1.167 ms 1.067 ms

5 ael?.bbrBz.eqél.dald3.network layer.com {173.192.15.238) @.458 ms ael7.bbrol.eqdl.dald3.network layer.com (173.192.18.226) 8.529 ms @.565 ms
6 aed.bbrél.eqdl.chifl.network layer.com {173.192.18.137) 23.744 ms ae7.bbril.eqdl.dald3.network layer.com {173.192.15.2688) @0.632 ms 0.637 mns
7 aef.bbrol.eqdl.chifl.network layer.com {173.192.18.137) 21.933 ms equinix-exchange.chi.wiscnet .NET (206.223.119.7) 21.676 ms aed.bbrl.eqdl.chifl.network layer.com {173.192.15.137) 20.434 ms
8 equinix-exchange.chi.wiscnet . NET {206.223.119.7) 23.517 ms 19.755 ms 216.56.50.42 (216.56.50.42) 37.456 ms

9 216.56.50.42 (216.56.5@.42) 39.644 ms b31ldmz1-435.tele.iastate.edu (192.245.179.49) 37.645 ms 36.120 ms

18 bB6sri-vlon254.tele.iastate.edu (129.186.254.139) 39.894 ms 35.653 ms b31ldmzl-438.tele.iastate.edu {192.245.179.49) 37.592 ms

11 * * b@6sri-vlan254.tele.iastate.edu (129.186.254.139) 39.352 ms

12 % * %
13 % * %
14 % * *
165 % * *
16 % * *
17 % % ¥

18 k¥ ¥

19 Kk ¥ ¥
20 ¥ k¥ ¥
21 K ¥ ¥
22 K K K
23 K K K
24 k¥ X
o5 K K ¥
26 k¥ X
27 K K K
28 K K ¥
20 K K ¥

¥ K K



adenner@localhost :~$ traceroute cialug.org
traceroute to cialug.org (67.224.64.36), 38 hops max, 68 byte packets
1 routerz-dal.linode.com {67.18.7.162) B8.574 ms 0.614 ms 8.763 ms
2 xe-2-0-8.carf4.dllstx2.network layer.com (67.18.7.93) 0.416 ms ©.338 ms 0.352 ms
3 polB2.dsr@l.dllstx2.network layer.com {70.587.254.81) 1.813 ms 1.8588 ms 1.153 ms
4 po2l.dsrél.dllstx3.network layer.com (70.87.255.65) ©0.574 ms 0.978 ms 1.124 ms
5 ael6.bbrBZ.eqdl.dald3.network layer.com {173.192.18.228) 6.511 ms ©0.497 ms 0.503 ms
6 aeb55.edge5.Dallas3.Level3.net (4.59.36.93) 0.466 ms 0.502 ms 0.475 ms
7 aqe-2-70.edgeZ.Dallasl.Level3.net (4.69.145.75) 0.572 ms ae-4-90.edgeZ.Dallasl.Level3.net (4.69.145.283) 0.667 ms 0.897 ms
& 4.68.111.1082 {4.68.111.182) 1.288 ms 1.178 ms 2.731 ms
9 be2B32.ccrz2z.dfwdl.atlas.cogentco.com (154.54.6.53) 1.622 ms be2@31.ccrzl.dfwdl.atlas.cogentco.com (154.54.7.45) 1.528 ms
18 be2l4l.mpd22.mcifl.at las.cogentco.com {154.54.5.157) 11.522 ms be2@l2.ccrzl.mcifl.atlas.cogentco.com {154.54.2.113) 11.96@ 1
11 be2156.ccr2l.orddl.at las.cogentco.com {154.54.6.86) 22.276 ms 22.125 ms 22.353 ms
12 te3-8.ccrBl.dsmdl.atlas.cogentco.com (154.54.8.78) 30.219 ms ted4-1.ccr@l.dsm@l.atlas.cogentco.com {154.54.25.193) 31.999 ms
13 38.188.132.122 (38.188.132.122) 33.171 ms 33.837 ms 33.252 ms
14 mail.cialug.org {67.224.64.36) 29.380 ms 29.193 ms 29.291 ms
adenner@localhost :~§ traceroute www.iastate.edu
traceroute to www.iastate.edu (129.186.23.166), 38 hops max, 68 byte packets
1 routerl-dal.linode.com {67.18.7.161) B.781 ms 0.654 ms 0.859 ms
2 xe-2-8-8.carB3.dllstx2.network layer.com (67.18.7.89) 0.523 ms 0.587 ms 0.451 ms
3 polBl.dsrB2.dllstx2.network layer.com (70.87.254.77) B.675 ms 0.663 ms 0.743 ms
4 po22.dsrBZ.dllstx3.network layer.com (78.87.255.69) 1.138 ms 1.187 ms 1.867 ms
5 ael?.bbréz.eqdl.dald3.network layer.com {173.192.18.238) 0.458 ms ael?7.bbril.eqél.dald3.network layer.com {173.192.18.226) 0.f
6 aed.bbrdl.eqél.chifl.network layer.com (173.192.18.137) 23.744 ms ae?.bbrél.eqdl.dald3.network layer.com (173.192.18.268) 8.6:
7 aed.bbrol.eqdl.chifl.network layer.com (173.192.18.137) 21.933 ms equinix-exchange.chi.wischet .NET {206.223.119.7) 21.676 ms
§ equinix-exchange.chi.wiscnet .NET ({206.223.119.7) 23.517 ms 19.755 ms 216.56.50.42 (216.56.50.42) 37.456 ms
9 216.56.50.42 (216.56.50.42) 39.644 ms b31ldmzl-435.tele.iastate.edu (192.245.179.49) 37.645 ms 36.120 ms
18 bB6sri-vlan254.tele.iastate.edu (129.186.254.139) 39.094 ms 35.653 ms b3ldmzl-435.tele.iastate.edu (192.245.179.49) 37.592

11 * * bB6sri-vlaon254.tele.iastate.edu (129.186.254.139) 39.352 ms
¥ ¥

*
13 * ¥ %

slds oL



adenner@localhost :~§ dig cialug.org

<= D16 9.9.3-rpzZ+rl.13214.22-P2-Ubuntu-1:9.9.3.dfs9.P2-4ubuntul .l <= cialug.org
global options: +cmd

Got answer:

-=>=HEADER<=- opcode: QUERY, status: NOERROR, id: 31785

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 3, ADDITIONAL: 1

: OPT PSEUDOSECTION:

EDNS: version: 8, flags:; udp: 4896

+5 QUESTION SECTION:

sclialug.org. IN &

3 ANSWER SECTION:
cialug.org. 14408  IN A 67.224.64.36

35 AUTHORITY SECTIONM:

_fcialug.org. 14468  IN hsZ.infoplex.com.
cialug.org. 14488  IN had.infoplex.com.
cialug.org. 14488 IN hsl.infoplex.com.

15 Query time: 73 msec

;3 SERVER: 72.14.188.5%#53(72.14.1858.5)
’

’

WHEN: Wed Apr 16 86:22:28 UTC 2614
MSG SIZE revd: 121

adenner@localhost:~$ |




adenner@localhost:~$ ifconfig ethé

ethd Link encap:Ethernet HWaddr f2:3c:91:96:23:c9

inet addr:69.164.2083.82 Bcast:69.164.26035.255 Mask:255.285.255.0
inett addr: 26008:3cBf: :fA3c:917ff :fe96:23c9/64 Scope:Global

inett addr: fedB::fA3C:91ff :fe96:23c9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:9860405 errors:d8 dropped:8 overruns:d frame:8

TX packets:9324224 errors:8 dropped:8 overruns:d carrier:0
collisions:8 txqueuelen:1860
RX bytes:1358629585 (1.3 GB) TX bytes:31194859868 (3.1 GB)
Interrupt :638

adenner@localhost :~$ |



n test.cap L__][E]w

File Edit Yew Go Capture Analyze Statistics Telephony Tools Internals Help
Sl aeedl BEEXLE AT IRIE QQQE | MMk O

Filter: v | Expression...

ime Source Destination Protocol Length Info
000000  192. Broadcast ARP 42 Gratuitous ARP for 192.168.0.2 (F

. 2991359 192, 192. . 0. NENS 92 Name guery NBSTAT %<00><00><00><(
299214 152.168 1562.168.0.: P 70 Destination unreachabhle (Port unt
.025659 192, 224.0.0. IGMP 54 v3 Membership Report / Join grouf
044366 192, 1592. L0 DNS 110 standard query SRY _ldap._tcp.nbc
. 048652 192. 239, . . SSDP 175 M-SEARCH * HTTP/1.1

.050784 192. 152. 10 DNS 86 sStandard guery SOoA nbl0061d. ww004
055053 192. 192. - [0 SSDP 337 HTTP/1.1 200 OK

. 082038 192. 152. o) NENS 110 Registration NB NBLOOG61D<00>
111545 192, 152. L 10)- DNS 87 standard guery A proxyconf.ww004.
.226156 192, 192. i TCP 62 ncu-2 > http [SYN] Seqg=0 win=6424
227282 192, 192. - 10)- TCP 60 http > ncu-2 [S¥YN, ACK] Seq=0 Ackwv

MNo,

o o =

4 o O

N RO W o Gyun e
FRRERERRPRRERPRERE
oD 000000 O
oo S N N SN i LN I NI N SN [

il

Frame 11: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:75:%a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 152.168.0.1 (152.168.0.1)
Transmission Control Protocol, Src Port: ncu-2 (3196), Dst Port: http (80), Seq: 0, Len: 0
Source port: ncu-2 (3196)
Destination port: http (80)
[Stream index: 5]
Sequence number: 0 (relative sequence numher)
Header Tlength: 28 bytes
 Flags: 0x02 (SYN)
window size value: 64240

Q000 00 09 5b 2d 75 9a 00 Ob 5d 20 cd 02 08 00 45 00
0010 00 30 18 48 40 00 80 06 61 2c cO a8 00 02 cO a8
0020 00 01 O0c 7c 00 50 3¢ 36 55 f8 00 00 00 00 70 02
0030 fa fO 27 e0 00 00 02 04 05 b4 01 01 04 Q2

O File: "C:/test.cap” 14 KB 00:00:02 Packets: 120 Displayed: 120 Marked: 0 Load time: 0:00.000 Profile: Default

hitp://wireshark.or
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